ReaderTT.config = {"pagecount":130,"title":"Check Point IPS R70 Administration Guide","author":"Check Point Software Technologies Ltd.","subject":"","keywords":"","creator":"FrameMaker 6.0","producer":"Acrobat Distiller 7.0.5 (Windows)","creationdate":"D:20090308120019Z","moddate":"D:20090308120213Z","trapped":"","fileName":"document.pdf","bounds":[[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991],[825,991]],"bookmarks":[{"title":"Check Point IPS","page":1,"zoom":"XYZ 21 621 null","children":[{"title":"Contents","page":5,"zoom":"XYZ 100 921 null"},{"title":"Preface","page":9,"zoom":"XYZ 97 734 null","children":[{"title":"Who Should Use This Guide","page":10,"zoom":"XYZ 55 918 null"},{"title":"Summary of Contents","page":11,"zoom":"XYZ 100 918 null"},{"title":"Related Documentation","page":12,"zoom":"XYZ 55 918 null"},{"title":"More Information","page":14,"zoom":"XYZ 55 918 null"},{"title":"Feedback","page":15,"zoom":"XYZ 100 918 null"}]},{"title":"Introduction to IPS","page":17,"zoom":"XYZ 97 748 null","children":[{"title":"Overview of IPS","page":18,"zoom":"XYZ 55 918 null"},{"title":"IPS Terminology","page":20,"zoom":"XYZ 55 918 null","children":[{"title":"Protection Terms","page":20,"zoom":"XYZ 55 825 null","children":[{"title":"Activation Settings","page":20,"zoom":"XYZ 120 727 null"},{"title":"Types of Protections","page":20,"zoom":"XYZ 120 513 null"},{"title":"Protection Parameters","page":20,"zoom":"XYZ 120 281 null"},{"title":"Functions","page":21,"zoom":"XYZ 166 789 null"}]},{"title":"Profile Terms","page":21,"zoom":"XYZ 100 644 null"}]},{"title":"Getting Started with IPS","page":22,"zoom":"XYZ 55 918 null","children":[{"title":"Basic IPS Implementation","page":23,"zoom":"XYZ 100 916 null","children":[{"title":"Changing the Assigned Profile","page":24,"zoom":"XYZ 120 875 null"}]},{"title":"Advanced IPS Implementation","page":24,"zoom":"XYZ 55 595 null"},{"title":"Policy Installation","page":25,"zoom":"XYZ 100 916 null"},{"title":"Managing Performance Impact","page":26,"zoom":"XYZ 55 916 null","children":[{"title":"Gateway Protection Scope","page":26,"zoom":"XYZ 120 611 null"},{"title":"Web Protection Scope","page":27,"zoom":"XYZ 166 915 null"},{"title":"Bypass Under Load","page":27,"zoom":"XYZ 166 727 null"},{"title":"Cluster Failover Management","page":29,"zoom":"XYZ 166 915 null"}]}]}]},{"title":"Tour of IPS","page":31,"zoom":"XYZ 97 748 null","children":[{"title":"IPS Tree","page":32,"zoom":"XYZ 55 918 null"},{"title":"IPS Overview","page":33,"zoom":"XYZ 100 918 null","children":[{"title":"In My Organization","page":33,"zoom":"XYZ 100 650 null"},{"title":"Messages and Action Items","page":34,"zoom":"XYZ 55 916 null"},{"title":"Security Status","page":34,"zoom":"XYZ 55 640 null"},{"title":"Security Center","page":35,"zoom":"XYZ 100 687 null"}]},{"title":"Protections Browser","page":36,"zoom":"XYZ 55 918 null","children":[{"title":"Customizing the Protections Browser View","page":37,"zoom":"XYZ 100 916 null"},{"title":"Finding Protections","page":38,"zoom":"XYZ 55 345 null"},{"title":"Filtering Protections","page":39,"zoom":"XYZ 100 546 null"},{"title":"Sorting Protections","page":39,"zoom":"XYZ 100 275 null"},{"title":"Advanced Sorting","page":40,"zoom":"XYZ 55 820 null"},{"title":"Exporting Protections List","page":41,"zoom":"XYZ 100 916 null"}]},{"title":"Protection Parameters","page":42,"zoom":"XYZ 55 918 null","children":[{"title":"Type","page":43,"zoom":"XYZ 100 916 null"},{"title":"Severity","page":44,"zoom":"XYZ 55 916 null"},{"title":"Confidence Level","page":44,"zoom":"XYZ 55 737 null"},{"title":"Performance Impact","page":44,"zoom":"XYZ 55 502 null"},{"title":"Protection Type","page":45,"zoom":"XYZ 100 916 null"}]},{"title":"Protection Mode","page":45,"zoom":"XYZ 100 650 null"}]},{"title":"IPS Profiles","page":47,"zoom":"XYZ 97 748 null","children":[{"title":"Introduction to Profiles","page":48,"zoom":"XYZ 55 918 null"},{"title":"Creating Profiles","page":49,"zoom":"XYZ 100 918 null"},{"title":"Activating Protections","page":51,"zoom":"XYZ 100 918 null","children":[{"title":"Automatically Activating Protections","page":51,"zoom":"XYZ 100 653 null"},{"title":"Manually Activating Protections","page":54,"zoom":"XYZ 55 319 null","children":[{"title":"Activating Protections for All Profiles","page":55,"zoom":"XYZ 166 915 null"},{"title":"Activating Protections for a Specific Profile","page":55,"zoom":"XYZ 166 794 null"}]},{"title":"Removing Activation Overrides","page":56,"zoom":"XYZ 55 753 null"}]},{"title":"Managing Profiles","page":57,"zoom":"XYZ 100 918 null","children":[{"title":"Assigning Profiles to Gateways","page":57,"zoom":"XYZ 100 698 null"},{"title":"View Protected Gateways by Profile","page":58,"zoom":"XYZ 55 265 null"},{"title":"Viewing Profile Modification Data","page":59,"zoom":"XYZ 100 916 null"},{"title":"Deleting Profiles","page":59,"zoom":"XYZ 100 470 null"}]},{"title":"Troubleshooting Profiles","page":61,"zoom":"XYZ 100 918 null"}]},{"title":"Monitoring Traffic","page":63,"zoom":"XYZ 97 748 null","children":[{"title":"Monitoring Events using SmartView Tracker","page":64,"zoom":"XYZ 55 918 null","children":[{"title":"Viewing IPS Events","page":64,"zoom":"XYZ 55 510 null"},{"title":"Viewing IPS Event Details","page":65,"zoom":"XYZ 100 916 null"},{"title":"Opening Protection Settings","page":66,"zoom":"XYZ 55 916 null"}]},{"title":"Working with Packet Information","page":67,"zoom":"XYZ 100 918 null","children":[{"title":"Collecting Packet Capture Data","page":67,"zoom":"XYZ 100 768 null"},{"title":"Viewing Packet Capture Data","page":67,"zoom":"XYZ 100 577 null"},{"title":"Saving Packet Information","page":68,"zoom":"XYZ 55 566 null"}]},{"title":"Allowing Traffic using Network Exceptions","page":69,"zoom":"XYZ 100 918 null","children":[{"title":"Viewing Network Exceptions","page":69,"zoom":"XYZ 100 760 null"},{"title":"Configuring Network Exceptions","page":70,"zoom":"XYZ 55 916 null"}]},{"title":"Tracking Protections using Follow Up","page":73,"zoom":"XYZ 100 918 null","children":[{"title":"Marking Protections for Follow Up","page":74,"zoom":"XYZ 55 916 null","children":[{"title":"Marking Protections from Follow Up Page","page":74,"zoom":"XYZ 120 731 null"},{"title":"Marking Protections from Protection Details","page":75,"zoom":"XYZ 166 261 null"},{"title":"Automatically Marking New Protections for Follow Up","page":76,"zoom":"XYZ 120 771 null"}]},{"title":"Unmarking Protections for Follow Up","page":76,"zoom":"XYZ 55 455 null","children":[{"title":"Unmarking Protections from Follow Up Page","page":76,"zoom":"XYZ 120 276 null"},{"title":"Unmarking Protections from Protection Details","page":77,"zoom":"XYZ 166 789 null"}]}]}]},{"title":"Optimizing IPS","page":79,"zoom":"XYZ 97 748 null","children":[{"title":"Overview of Optimizing IPS","page":80,"zoom":"XYZ 55 918 null"},{"title":"Recommendations for Initial Deployment","page":81,"zoom":"XYZ 100 918 null","children":[{"title":"Troubleshooting","page":81,"zoom":"XYZ 100 857 null"},{"title":"Protect Internal Hosts Only","page":81,"zoom":"XYZ 100 634 null"},{"title":"Bypass Under Load","page":81,"zoom":"XYZ 100 417 null"}]},{"title":"Tuning Protections","page":82,"zoom":"XYZ 55 918 null","children":[{"title":"Profile Management","page":82,"zoom":"XYZ 55 857 null","children":[{"title":"Separate Profiles by Segment","page":82,"zoom":"XYZ 120 754 null"},{"title":"Separate Profiles by Gateway Version","page":82,"zoom":"XYZ 120 643 null"}]},{"title":"IPS Policy Settings","page":82,"zoom":"XYZ 55 524 null","children":[{"title":"Focus on High Severity Protections","page":83,"zoom":"XYZ 166 915 null"},{"title":"Focus on High Confidence Level Protections","page":83,"zoom":"XYZ 166 765 null"},{"title":"Focus on Low Performance Impact Protections","page":83,"zoom":"XYZ 166 525 null"}]}]},{"title":"Enhancing System Performance","page":84,"zoom":"XYZ 55 918 null","children":[{"title":"Performance Pack","page":84,"zoom":"XYZ 55 857 null"},{"title":"CoreXL","page":84,"zoom":"XYZ 55 728 null"}]}]},{"title":"Updating Protections","page":85,"zoom":"XYZ 97 748 null","children":[{"title":"IPS Subscription","page":86,"zoom":"XYZ 55 918 null"},{"title":"Managing IPS Subscriptions","page":86,"zoom":"XYZ 55 417 null"},{"title":"Updating IPS Protections","page":87,"zoom":"XYZ 100 918 null","children":[{"title":"Configuring Update Options","page":87,"zoom":"XYZ 100 586 null"},{"title":"Downloading Updates","page":88,"zoom":"XYZ 55 916 null"},{"title":"Reviewing New Protections","page":88,"zoom":"XYZ 55 407 null"}]}]},{"title":"Configuring Protections","page":89,"zoom":"XYZ 97 748 null","children":[{"title":"Configuring Network Security Settings","page":90,"zoom":"XYZ 55 918 null","children":[{"title":"Streaming Engine Settings","page":90,"zoom":"XYZ 55 556 null"},{"title":"Anti Spoofing Configuration Status","page":90,"zoom":"XYZ 55 377 null"},{"title":"Aggressive Aging Configurations","page":91,"zoom":"XYZ 100 725 null","children":[{"title":"Configuring Aggressive Timeouts","page":92,"zoom":"XYZ 120 915 null"},{"title":"Configuring Thresholds","page":93,"zoom":"XYZ 166 814 null"}]},{"title":"IP Fragments","page":94,"zoom":"XYZ 55 540 null","children":[{"title":"Configuring IP Fragments Thresholds","page":95,"zoom":"XYZ 166 670 null"},{"title":"Blocking IP Fragments","page":95,"zoom":"XYZ 166 330 null"}]},{"title":"DShield Storm Center","page":96,"zoom":"XYZ 55 916 null","children":[{"title":"Receiving Block List","page":96,"zoom":"XYZ 120 472 null"},{"title":"Retrieving and Blocking Malicious IPs","page":96,"zoom":"XYZ 120 233 null"},{"title":"Manually Configuring the Blocking of Malicious IPs","page":97,"zoom":"XYZ 166 763 null"},{"title":"Authenticity is Assured","page":98,"zoom":"XYZ 120 915 null"},{"title":"Log Size and Effect on Gateway Performance","page":98,"zoom":"XYZ 120 715 null"}]}]},{"title":"Configuring Application Intelligence","page":99,"zoom":"XYZ 100 918 null","children":[{"title":"Mail","page":99,"zoom":"XYZ 100 391 null","children":[{"title":"Defining Mail Servers","page":100,"zoom":"XYZ 120 915 null"},{"title":"Editing Mail Servers","page":100,"zoom":"XYZ 120 649 null"},{"title":"Setting POP3/IMAP Scope","page":101,"zoom":"XYZ 166 915 null"}]},{"title":"FTP","page":102,"zoom":"XYZ 55 916 null"},{"title":"Microsoft Networks","page":102,"zoom":"XYZ 55 737 null"},{"title":"Peer-to-Peer","page":103,"zoom":"XYZ 100 916 null","children":[{"title":"Peer to Peer General Exclusion Settings","page":103,"zoom":"XYZ 166 757 null"},{"title":"Defining Peer to Peer HTTP Headers","page":103,"zoom":"XYZ 166 291 null"}]},{"title":"Instant Messengers","page":104,"zoom":"XYZ 55 641 null","children":[{"title":"Instant Messengers General Exclusion Settings","page":104,"zoom":"XYZ 120 539 null"}]},{"title":"DNS","page":105,"zoom":"XYZ 100 916 null","children":[{"title":"Defining DNS Servers","page":105,"zoom":"XYZ 166 795 null"},{"title":"Editing DNS Servers","page":105,"zoom":"XYZ 166 482 null"}]},{"title":"VoIP","page":106,"zoom":"XYZ 55 916 null"},{"title":"SNMP","page":106,"zoom":"XYZ 55 527 null"},{"title":"VPN Protocols","page":106,"zoom":"XYZ 55 380 null"},{"title":"Citrix ICA","page":106,"zoom":"XYZ 55 271 null","children":[{"title":"Defining Allowed Applications","page":107,"zoom":"XYZ 166 915 null"}]},{"title":"Remote Control Applications","page":107,"zoom":"XYZ 100 386 null"},{"title":"MS-RPC","page":108,"zoom":"XYZ 55 916 null"}]},{"title":"Configuring Web Intelligence","page":109,"zoom":"XYZ 100 918 null","children":[{"title":"Defining Web Servers","page":110,"zoom":"XYZ 55 916 null","children":[{"title":"Editing Web Servers","page":110,"zoom":"XYZ 120 575 null"}]},{"title":"Configuring Web Intelligence Protections","page":110,"zoom":"XYZ 55 282 null","children":[{"title":"Malicious Code","page":110,"zoom":"XYZ 120 232 null"},{"title":"Application Layer","page":112,"zoom":"XYZ 120 799 null"},{"title":"Information Disclosure","page":113,"zoom":"XYZ 166 828 null"},{"title":"HTTP Protocol Inspection","page":113,"zoom":"XYZ 166 646 null"}]},{"title":"Customizable Error Page","page":113,"zoom":"XYZ 100 265 null","children":[{"title":"Reject ID","page":114,"zoom":"XYZ 120 426 null"}]},{"title":"Connectivity/Performance Versus Security","page":115,"zoom":"XYZ 100 916 null","children":[{"title":"Improving Connectivity by Setting Scope","page":115,"zoom":"XYZ 166 814 null"},{"title":"Protections Implemented in Kernel Vs. Security Server","page":116,"zoom":"XYZ 120 817 null"},{"title":"Adjusting Allowed Concurrent HTTP Connections","page":116,"zoom":"XYZ 120 617 null"}]},{"title":"Backward Compatibility for HTTP Inspection","page":116,"zoom":"XYZ 55 267 null"}]},{"title":"Managing Application Controls","page":118,"zoom":"XYZ 55 918 null"}]},{"title":"Regular Expressions","page":119,"zoom":"XYZ 97 748 null","children":[{"title":"Overview","page":120,"zoom":"XYZ 55 918 null","children":[{"title":"Notes","page":120,"zoom":"XYZ 55 603 null"}]},{"title":"Metacharacters","page":121,"zoom":"XYZ 100 918 null","children":[{"title":"Backslash","page":122,"zoom":"XYZ 55 916 null","children":[{"title":"Escaping Symbols","page":122,"zoom":"XYZ 120 634 null"},{"title":"Encoding Non-Printable Characters","page":122,"zoom":"XYZ 120 414 null"},{"title":"Specifying Character Types","page":123,"zoom":"XYZ 166 768 null"}]},{"title":"Square Brackets","page":123,"zoom":"XYZ 100 441 null"},{"title":"Parentheses","page":124,"zoom":"XYZ 55 916 null"},{"title":"Hyphen","page":124,"zoom":"XYZ 55 808 null"},{"title":"Dot","page":124,"zoom":"XYZ 55 667 null"},{"title":"Quantifiers","page":124,"zoom":"XYZ 55 516 null","children":[{"title":"Curly Brackets","page":125,"zoom":"XYZ 166 915 null"},{"title":"Question Mark","page":125,"zoom":"XYZ 166 505 null"},{"title":"Asterisk","page":125,"zoom":"XYZ 166 331 null"},{"title":"Plus","page":126,"zoom":"XYZ 120 915 null"}]},{"title":"Vertical Bar","page":126,"zoom":"XYZ 55 733 null"},{"title":"Circumflex Anchor","page":126,"zoom":"XYZ 55 562 null"},{"title":"Dollar Anchor","page":126,"zoom":"XYZ 55 299 null"}]},{"title":"Internal Options","page":127,"zoom":"XYZ 100 918 null"},{"title":"Earlier Versions","page":127,"zoom":"XYZ 100 441 null","children":[{"title":"Support for Internal Option Settings","page":127,"zoom":"XYZ 166 171 null"},{"title":"Support for Backslash","page":128,"zoom":"XYZ 120 915 null"},{"title":"Support for Square Brackets","page":128,"zoom":"XYZ 120 711 null"},{"title":"Support for Quantifiers","page":128,"zoom":"XYZ 120 524 null"},{"title":"Support for Circumflex and Dollar Anchors","page":128,"zoom":"XYZ 120 410 null"},{"title":"Support for Hyphen","page":129,"zoom":"XYZ 166 915 null"}]}]}]}],"thumbnailType":"jpg","pageType":"html","pageLabels":[]};
